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Introduction 
In this book, Bart de Best and Pascal Huijbers take a look at the cloud SLA concept. This 
concept has specific implications for the structure of the service organisation and the 
agreements required for it. Especially the fact that cloud services are hard to visualize is a 
point of attention. The user no longer knows where his / her software runs and where the data 
is physically stored. However, the quality and the desired functionality should be guaranteed. 
But how to handle that exactly is a challenge. This book helps to identify the issues that a 
cloud SLA entails. 
 
Terminologies such as BPaaS, SaaS, PaaS and IaaS are explained in order to clarify the 
various possibilities in cloud SLA area and to build a total service provisioning. In addition, 
controlling the risks involved in the cloud concept is an important issue. In particular, 
information security is important to explicitly address, this concerns the quality areas of, 
Confidentiality, Integrity and Accessibility (CIA). The entire contractual recording of the service 
provisioning is also extensively highlighted. In addition, the various aspects are accentuated to 
achieve balanced agreements that ensure the overall cloud SLA concept. 
 
All in all, a complete, in-depth book, in which the authors work out the concept Cloud SLA in 
detail. An important reference book for anyone who is in contact with cloud SLAs comes, or will 
come. 
 
Dr. Louis van Hemmen – BitAll b.v. 
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Preface 
Increasingly, internal ICT services are being replaced by cloud ICT services. In the traditional 
ICT services, organizations themselves determined which components composes a service. 
Organizations were also responsible for determining the functionality and quality of these 
services. With the arrival of cloud services, there has been a strong change. The construction 
of cloud services is often only partially or even not known at all by the customer. In addition, 
the functionality and quality of a cloud service is often only to a limited extent adjustable by 
the customer. 
 
This does not prevent organizations from changing their opinion and starting to use cloud 
services. The biggest increase occurs in the so-called 'commodities' area. These are highly 
standardized services, such as office automation services and infrastructure services. But it is 
also possible to outsource the services that are more intertwined with business processes such 
as Customer Relationship Management (CRM) services and financial services. 
 
An important question when moving services to the cloud is what agreements should be made. 
Of course, functional and quality requirements must be determined as is the case with 
traditional ICT services. In the SLA book [Best 2013] this has been extensively discussed. The 
question for cloud SLA's is: What's so special about cloud services now and what does this 
mean for SLA content? This book provides an answer to that question by giving an overview of 
important risks. For any risk, the customer of a cloud service must determine if the risk applies 
or not. If applicable, then the customer must choose to control the risk or not. In this book, 
countermeasures are defined for the risks to be controlled. This book is therefore an important 
tool in setting up and managing a cloud SLA. 
 
We hereby thank the following people for their inspiration and contribution to this book and 
the fine cooperation! My special gratitude goes to all the employees of Cybercom who 
reviewed this English version of the book and to Jane ten Have who did review the complete 
book in the first place.	
 

• E. (Eric) Coenders   IanusWeb 
• J.A.E. (Jane) ten Have   APG-AM  
• J. (Jan-Willem) Hordijk   Cybercom 
• Dr. L.J.G.T. (Louis) van Hemmen BitAll b.v. 
• F.J. (Fred) Ros RE RA   Auditdienst Rijk, Ministerie van Financiën 
• Z. (Zdenek) Sedlak   Cybercom 

 
We wish you good luck with creating SLAs for cloud services. If you have questions or 
comments, please do not hesitate to contact us. Much time has been spent to make this book 
as complete and consistent as possible. Should you find any shortcomings, we would 
appreciate it if you inform us, then these items can be processed in the next issue. Any errors 
and / or shortcomings in this publication cannot be derived from any rights. 
 
Bart de Best (bartb@dbmetrics.nl), Zoetermeer. 
Pascal Huijbers (phuijbers@me.com), Zeewolde. 
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See CERT 
computer space · 65 
computing centre · 8 
conceptual framework · 49 
condition · 86 
confidential information · 13 
confidentiality · 14, 26, 27, 29, 42, 47, 48, 

50, 85, 89, 91, 94, 95, 96 
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Confidentiality Integrity Accessibility · See 

CIA 
Configuration Item · see CI 
configuration management · 114, 121 
Configuration Management DataBase · see 

CMDB 
conformance · 31, 33 
connect · 40 
console · 6 
construction · 15 
consumer · 12, 121 
consumption · 5, 66, 71 
Content Management System · see CMS 
Continual Service Improvement · See CSI 
continuity · 24, 26, 27, 45, 48, 89, 119 
contract · 1, 2, 5, 10, 12, 13, 16, 18, 20, 

22, 24, 35, 36, 37, 43, 47, 48, 49, 50, 
51, 68, 76, 77, 84, 87, 88, 90, 92, 99, 
109, 122 

contractual risk · 35 
control · 41 
control matrix · 70, 71 
control mechanism · 38 
control parameter · 50 
controller · 25 
copyright · 42, 47, 96 
core service · 25, 121 
correctibility · 31 
correction · 34 
correctness · 30 
cost plus · 121 
cost price · 66 
costs elastic · 87 
COTS · 63, 117 
countermeasure · 2, 34, 35, 39, 76, 77 
CPU · 60, 65, 71, 117 
CRAMM · 120, 131 
Create Read Update Delete · See CRUD, 

see CRUD 
credentials · 84 
Critical Succes Factor · see CSF 
Critical Success Factor · See CFS 
CRM · 39, 117 
CRUD · 29, 117, 131 
CRUD analysis · 29 
CSB · 11, 109, 117 
CSB provider · 11 
CSB provider · 109 
CSF · 30, 110, 113, 131 
CSI · 131 
currency conversion · 12 
customer · XIII, 15, 16, 18, 22, 25, 34, 38, 

39, 40, 46, 63, 117, 121 
- asset · 121 
- contact centre · 7 
- contact system · 8 
- data · 28, 36, 50, 85, 92 
- outcome · 121 
- requirement · 15 

Customer Relationship Management · see 
CRM 

customisability · 31, 32 

D 

damage · 34, 35, 39, 50, 91 
DAP · 15, 16, 17, 20, 22, 23, 24, 35, 38, 

39, 40, 43, 44, 46, 56, 77, 79, 80, 81, 
96, 98, 99, 101, 117 

data 
- integrity · 91 
- layer · 38 
- loss · 26, 27, 33, 50, 84, 85 
- ownership · 37 
- processing · 38 
- recovery time · 25 
- risk · 35, 37 
- storage · 13 
- transfer · 36 
- type · 91 
- usage · 37, 91 

data format · 100 
Data Security Standard · See DSS 
data storage · 5 
database · 8, 38, 68, 107 
database management system · 65 
DDOS · 89, 117 
dedicated system · 8 
defect · 36, 50, 92 
Definitive Hardware Store · see DHS 
Definitive Software Library · See DSL 
degradability · 31, 33 
DeMilitarized Zone · see DMZ 
Denial Of Service · see DOS 
Department of Technology Services · see 

DTS 
design · 15 
destroy · 36 
destruction · 36, 91, 92 
detection · 34 
detection time · 26 
development tool · 36 
Development-, Test-, Acceptatie-  

Production environment · see DTAP 
deviation · 43, 70, 87, 123 
DFA · 17, 35, 37, 44, 50, 97, 98, 117 
DHS · 27, 121, 131 
diagnosis time · 25, 26, 50 
disagreement · 47 
disaster · 38, 84, 122 
Disaster Recovery Plan · see DRP 
disaster recovery test · 27 
disconnection · 49 
disk capacity · 68 
disk I / O · 65 
dispute · 42, 43, 47, 48, 51, 92, 96, 99 
disputes committee · 48, 96 
Distributed Denial-Of-Service · see DDOS 
disturbance · 25, 34, 39, 63, 64, 66, 67, 

68, 69, 70, 71, 72, 95, 101, 125, 126 
disturbances · 68 
DMZ · 61, 117 
Document Agreement and Procedures · see 

DAP 
Document Financial Agreements · see DFA 
documentation · 36, 92 
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domain · 110 
dormant contract · 27 
DOS · 117 
DRP · 38, 39, 94, 99, 100, 117 
DSL · 121, 125, 131 
DSS · 39, 117 
DTAP · 80, 81, 100, 117 
DTAP facility · 80 
DTS · 117 
duration of the agreement · 48, 49, 90 
Dutch law · 51, 87 

E 

E2E · 26, 117 
E2E disturbance · 66 
E2E measurement · 26 
E2E monitoring · 61, 70 
E2E-monitoring · 61 
earthquake · 47 
education · 14, 47, 89 
efficiency · 30 
email · 6, 7, 86, 115 
emergency · 27 
emergency committee · 131 
emergency release · 122 
employee · XIII, 47, 76, 83, 84, 88, 89 
encrypt · 85, 95 
encryption · 14, 26, 85 
End user E2E-monitoring · 61 
End User eXperience · see EUX 
End-To-End · see E2E 
environment · 33, 45 
error control · 122 
escalation · 42, 45, 46, 51, 95, 99, 122 
escrow · 36, 49, 92 
escrow arrangement · 36, 49, 51, 92 
escrow level · 36 
ESS · 15, 17, 20, 22, 36, 117 
ETL · 38, 91, 99, 117 
ETL error · 38 
EU country · 13 
Europe · 13, 85, 107 
European regulation · 13 
EUX · IX, 59, 62, 67, 68, 70, 71, 72, 111, 

112, 117 
- inrichting · 67 
- monitor architecture · 67 
- monitoring · 62 

evaluation · 34, 42, 46, 96, 122 
event · 18, 27, 33, 36, 46, 51, 65, 71, 95, 

97, 101, 102, 109, 119, 122, 123, 124, 
126, 127 
- monitoring · 65 

exception · 77 
exclusion · 50, 51, 90, 102 
exit · IX, 5, 14, 36, 51, 80, 86, 87, 92 
exit arrangement · 36 
exit strategy · IX, 14, 36, 51, 87, 92 
exit strategy plan · 92 
exit strategy step · 36 
expertise · 7, 35, 66, 122, 126 

explicitness · 31, 32 
Extended ISO 9126 · 30 
external memory · 27 
external provider · 8 
External Spec Sheet · 117, see ESS 
Extract Transform Load · see ETL 

F 

FAQ · 117 
fault Time · 122 
fault tolerance · 31, 33 
Fault Tree Analysis · See FTA 
feature · 5, 32, 62, 66, 69, 76, 86 
federal directory · 38 
fee · 5, 36 
finance · 35 
financial 

- data · 28 
- package · 21 
- risk · 35, 37 
- system · 21 

financial agreement · 17 
financial management for IT services · 114, 

122 
fine · 91 
firewall · 39, 65 
firewall blocking · 39 
firmware upgrade · 94 
first line support · 122 
FISAA · 14, 117 
force majeure · 47, 48, 50, 51, 92, 96 
Foreign Intelligence and Surveillance 

Amendments Act · see FISAA 
format · 37 
fortification · 27 
Forward Schedule of Changes · See FSC 
framework · 3 
fraud · 38 
Frequently Asked Questions · see FAQ 
FSC · 120, 122, 131 
FTA · 122, 131 
FTE · 117 
full release · 122 
Full Time Equivalent · see FTE 
function · 110 
functional 

- design · 15 
- goal · 110 
- management · 110 
- requirement · 30 
- risk · 35, 38 

functionality · 30 
fund · 5 

G 

gap analysis · 66 
Generieke & Specifieke Acceptatiecriteria · 

see GSA 
glossary · 90 
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going rate · 122, 125 
good home paternity · 47 
governance · 54, 55 
governance organization · 35 
government agency · 12 
GSA · 75, 76, 79, 117 
guarantee · 13 

H 

hackable · 40 
hacking · 14, 34, 39 
hardware · 6, 50 
hardware adjustment · 49 
hazard · 14 
help desk · 122 
helpfulness · 31, 32 
hostile acquisition · 36 
hot stand-by · 27 
hot start · 123 
HTML · 69, 117 
hurricane · 47 
hybrid · 8 

- cloud · 8 
- cloud service · 5, 21, 109 
- cloud service model · 18, 20 
- service model · 19 

Hyper Text Markup Language · See HTML 

I 

IaaS · XI, 5, 6, 7, 8, 18, 20, 27, 34, 39, 
40, 45, 49, 54, 55, 76, 79, 80, 89, 109, 
111, 117 

IaaS pattern · 9 
ICT · 117 
ICT manager · 46 
ICT policy · 110, 112, 114 
identification · 123 
identity management · 7, 38, 40, 64, 86, 

101, 112 
illness · 51 
impact · 15, 43, 56, 69, 70, 76, 77, 87, 

120, 123, 125 
incident · 25, 26, 34, 44, 45, 46, 50, 63, 

66, 70, 71, 79, 81, 95, 100, 111, 119, 
120, 122, 123, 125, 126, 128 

incident management · 44, 114 
incorrect invoice · 50 
infinity · 30 
information 

- area · 28 
- disclosure · 49 
- management · 1 
- plan · 110 
- policy · 110 
- portfolio · 28 
- provisioning architecture · 111 
- security management · 56 
- service · 29 

- system · 15, 32, 34, 61, 64, 69, 70, 76, 
80, 107, 108, 110, 112, 113, 115 

- system monitoring · 61 
Information & Communication Technology · 

see ICT 
Information Technology · See IT, see IT 
Information Technology Infrastructure 

Library · see ITIL 
infrastructure · 6, 54 

- assets · 54 
- component · 61, 64 
- domain monitoring · 61 
- E2E monitoring · 61 
- management · 1 
- service · 54 
- service monitoring · 61 

Infrastructure as a Service · see IaaS 
infrastructure service · 64 
Infrastructure Technology Service 

Continuity Management · See ITSCM 
installability · 31, 33 
insurance · 48, 50 
insurance coverage cession · 51 
integrated service · 21 
integrated tool · 66 
integrity rule · 50 
intellectual 

- owner · 85 
- ownership · 48 
- property rights · 50, 51 
- rights · 48, 50, 91 

interface arrangement · 79 
intermediate party · 19 
internal provider · 21 
Internal Spec Sheet · see ISS 
International Standard on Assurance 

Engagements · see ISAE 
International Standardisation Organisation 

· see ISO 
internet · 20, 67, 85 
interoperability · 30, 31 
inventory · 17 
investigation · 70 
investment · 8, 37, 70, 123 
invoice · 88 
ISAE · 117 
ISAE 3402 · 24, 35, 84, 96 
ISO · 117 
ISO 20000 · 84 
ISO 27001 · 89 
ISO 9126 · 30 
isolated environment · 8 
ISS · 15, 17, 20, 117 
IT · 117, 131 
IT Service continuity management · 114 
ITIL · IV, 2, 3, 27, 53, 54, 63, 64, 88, 89, 

107, 114, 117, 119, 121, 125, 127, 131, 
133 

ITIL v3 · 3 
ITSCM · 131 
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K 

key length · 85 
Key Performance Indicator · See KPI 
knowledge · 14, 35, 54, 66, 68, 109, 115, 

121, 122, 126, 127 
known error · 123 
kosten · 27 
KPI · 131 

L 

lag report · 45 
LAN · 39, 118 
landscape · 76 
law · 18 
laws and regulations · 18, 35 
lawyer · 14, 35, 36, 92 
LCI · 118 
lead report · 42, 45, 95 
lead time · 123 
leakage · 13 
learnability · 31, 32 
legal aspect · 35 
legal framework · 42, 47, 92, 96 
legal obligation · 35 
legislation · 8, 13 
liability · 37, 48, 49, 50, 51, 90, 91 
liability statement · 50 
liable · 13 
license · 5, 36, 47, 50, 91 
license fee · 49 
licensing rights · 49 
lifecycle · 15 
lifecycle management · 28, 80, 94 
Lines of Service · See LOS 
load balancer · 65 
Local Area Network · see LAN 
local dongle · 6 
location · 13, 46, 67, 68, 72, 91, 93, 122 
log file · 61, 65 
Logical Configuration Item · See LCI 
logistics data · 28 
LOS · 131 

M 

maintainability · 30 
maintenance · 1, 2, 5, 16, 38, 41, 42, 44, 

46, 48, 49, 50, 72, 79, 80, 90, 93, 95, 
96, 101, 108, 112, 123, 124, 127, 128 

malfunction · 33, 51, 88, 122, 123, 124 
manageability · 31, 32, 49, 114, 115 
management process · 16 
market · 6 
market model · 10 
marketing analysis · 69 
master data · 50 
maturity · 31, 33, 88, 111 
maximum data stream · 94 

Mean Time Between Failures · see MTBF 
Mean Time Between System Incidents · see 

MTBSI 
Mean Time To repair · see MTTR 
means · 111 
measurable · 16, 30, 37, 42, 59, 63, 64, 

69, 73, 93, 113, 114 
measure · 13, 34 
measurement · 1, 2, 25, 26, 36, 59, 61, 

62, 63, 64, 65, 66, 67, 68, 69, 70, 71, 
72, 110, 112, 113 

measurement protocol · 65 
measuring instrument · 59 
meeting · 41 
memory · 60, 68, 71 
merger clause · 51 
message · 5, 11, 13, 15, 23, 35, 41, 53, 

59, 75, 79, 123 
message format · 66 
metadata · 37, 50, 86, 88, 91 
migration · 86, 87, 110, 111 
mmaturity · 117 
model · 15, 33 
modelling · 123 
monitor 

- architecture · 59, 62, 64, 65, 66, 67, 
68, 69, 71, 73 

- data · 37 
- facility · 60, 63, 64, 68, 70 
- function · 59, 61 
- layer model · 59, 60 
- matrix · 70 
- server · 64, 65, 66, 68 
- type · 2 

monitoring · IX, 2, 25, 26, 35, 38, 39, 44, 
59, 60, 61, 62, 63, 64, 66, 67, 68, 69, 
70, 71, 72, 73, 98, 99, 109, 110, 111, 
112, 114, 119, 122, 124, 125 

monitoring device · 25 
MS Windows · 71, 124 
MTBF · 25, 26, 123, 131 
MTBSI · 25, 26, 131 
MTTR · 25, 26, 123, 131 
multi-tenant · 6, 112 
mutual obligation · 46, 49, 51, 96 

N 

navigation behaviour · 69 
negotiated contract price · 123, 125 
negotiation · 17 
Netwerk Protocol Analyse · see NPA 
network · 5, 7, 13, 85, 107, 108, 110, 111 

- bandwidth · 60, 71 
- layer · 39 
- package · 70 
- traffic · 68, 72 

Network Interface Card · See NIC 
NIC · 118 
NIC broadcast · 65 
NIC utilization · 65 
NIST · 5 



 Appendix G, Index 141 

 
non-competition · 48 
notional charging · 123 
NPA · 69, 118 

O 

object code · 36 
Object Management Group · see OMG 
obligation · 41, 43, 44, 46, 47, 89, 93, 127 
offline storage · 85 
OLA · 17, 124, 131 
OMG · 84, 118 
online support · 79 
on-premise · 38 
ontbinding · 92 
open source · 84 
open source product · 84 
open standard · 84 
opening time · 124 
operability · 31, 32 
operating system · 39, 65 
operation · 46, 124 
operational costs · 8 
Operational Level Agreement · see OLA 
operational management · 46 
operational service meeting · 45 
oral notice · 51 
outsourcing · 8, 14 
overdue payment period · 50 
ownership · 37 

P 

PaaS · 5, 6, 7, 18, 20, 21, 24, 27, 39, 40, 
45, 109, 112, 118 

PaaS pattern · 9 
package · 5, 12 
package release · 124, 126 
password reset · 6 
patch · 80 
Patriot Act · 13, 87, 107 
pattern · 9 
pattern of cloud service · 5 
Patterns of Business Activities · see PBA 
payment · 6 

- arrangement · 87 
- mechanism · 12 
- period · 48, 91 
- term · 50, 98 

Payment Card Industry · see PCI 
payment transaction · 23 
PayPal · 88 
payroll processing · 7 
PBA · 25, 124, 131 
PCI · 39, 89, 97, 118 
PDCA · 131 
peak moment · 56 
PEN test · 39, 40, 94, 100, 102, 131 
Penetration test · See PEN test 
performance · 15, 16, 24, 25, 26, 27, 30, 

33, 41, 42, 43, 44, 45, 46, 54, 63, 64, 

66, 68, 69, 70, 71, 88, 93, 94, 95, 110, 
111, 113, 123, 124, 127 
- agreement · 16, 45 
- indicator · 45, 113 
- management · 124 
- norm · 27, 41, 45, 54, 93 
- stress test · 25 

performance indicator · 41 
permission · 37 
personal data · 28, 47 
personal data protection Act · 18 
personal registration · 47 
PI · 118 
PIR · 124, 131 
Plan Do Check Act · See PDCA 
platform · 6, 38 
Platform as a Service · see PaaS 
policy starting · 112 
PoR · 36, 83, 101, 118 
portability · 30, 31 
portfolio · 28, 46, 80, 83 
portfolio management · 28, 80 
post flow processing · 7 
Post Implementation Review · 124, See PIR 
Prestatie-Indicator · see PI 
prevention · 34 
prevention / reduction · 34 
Price · 48, 91 
price calculation · 97 
price guarantee · 50, 91 
price policy · 124 
prices per unit · 87 
priority · 125 
privacy · 6 
private 

- cloud · 8, 38, 39 
- cloud service · 5, 20 
- cloud service model · 18, 20 
- platform · 8 

proactief problem management · 125 
problem · 14, 37, 40, 46, 50, 51, 63, 66, 

79, 81, 111, 114, 119, 120, 122, 123, 
124, 125, 126, 128, 129 

problem control · 125 
problem management · 114 
procedural demarcation · 99 
procedure · 125 
procedure demarcation · 56, 57 
process 

- blueprint · 113 
- demarcation · 56 
- design · 113 
- implementation · 113 
- manager · 1, 125 
- owner · 1 
- review · 113 

product · 63, 64, 66, 69 
product catalogue · 45 
product group · 62 
production means · 113 
Programme of Requirements · see PVE 
Projected Service Availability · See PSA 
property rights · 50, 91 
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protocol · 24, 39 
provider · 39 
provision · 5 
provisioning · 6, 125 
PSA · 131 
public · 8 

- cloud · 8 
- cloud service · 5, 21 
- cloud service model · 18, 20 
- service · 20 

pull method · 66 

Q 

QoS · 27, 40, 100, 101, 118 
quality 

- assurance · 99, 125 
- attribute · 30, 31 
- control · 24, 50, 99, 125 
- criterion · 8, 17 
- goal · 111 
- guarantee · 50 
- model · 30 
- requirement · 17 

Quality of Service · see QoS 

R 

R&D · 83, 118 
RAM swap space · 65 
RAM utilization · 65 
rank order arrangement · 43, 48 
ranking order · IX 
RASCI · 118, 131 
Real User Monitoring · see RUM 
reconciliation · 57 
recoverability · 31, 33 
recovery · 25, 26, 27, 37, 39, 50, 84, 87, 

88, 90, 94, 100, 102, 119, 123 
recovery time · 25 
reduction · 34 
redundancy · 27, 65, 70 
reference architecture · 114 
referential integrity · 38 
registration · 125 
registration procedure · 50 
regulations · 70 
relationship · 107 
release · 126 

- management · 114, 126 
- plan · 126 
- policy · 126 
- unit · 126 

reliability · 30, 31, 33, 126 
reliable · 63, 69, 76 
Remote Procedure Call · See RPC, see RPC 
remote service · 47 
repair · 25, 26, 90, 123, 125 
repair time · 25, 26, 50 
repairability · 126 
replaceability · 31, 33 

repression · 34 
reputation · 35, 48 
Request For Change · See RFC 
Request for Proposal · See RFP 
requirement · IX, XIII, 12, 13, 15, 16, 17, 

18, 20, 23, 24, 25, 27, 29, 30, 32, 35, 
44, 48, 63, 79, 83, 89, 90, 95, 101, 102, 
107, 111, 112, 113, 115, 121, 127, 128 

Research & Development · see R&D 
resilience · 31, 126 
resistance · 31 
resource · 31, 33, 53, 60, 65, 71, 126 

-  behaviour · 31, 33 
-  measurement · 71 
-  monitoring · 60, 65 

response rate · 31 
response time · 25, 26, 33, 50 
Responsible, Accountable, Supportive, 

Consulted, Informed · See RASCI, see 
RASCI 

Restore Point Objective · see RPO 
restore test · 25 
restore testing · 38 
Restore Time Objective · see RTO 
retention · 87 
reusability · 31, 32 
review · 24, 46, 76, 126 
RFC · 131 
RFP · 131 
right of recovery · 50 
risk · IX, XI, XIII, 2, 8, 14, 18, 24, 25, 27, 

29, 33, 34, 35, 36, 37, 38, 39, 40, 41, 
48, 53, 54, 66, 75, 76, 77, 79, 80, 89, 
102, 107, 120, 126, 127, 131 
- management · 23 

risk analysis · IX, 14, 35, 57, 120 
risk assessment · 76 
roadmap · 85, 86 
robot · 67, 68 
robustness · 31 
role · 114 
role-based access · 23 
router · 65 
RPC · 65, 118, 131 
RPO · 26, 37, 94, 118 
RTO · 26, 37, 94, 118 
rule · 38 
rules and standards · 42 
RUM · IX, 59, 62, 67, 68, 69, 70, 71, 72, 

111, 112, 118 

S 

SaaS · 5, 6, 14, 18, 20, 21, 24, 25, 27, 35, 
38, 39, 45, 89, 109, 115, 118 

SaaS pattern · 9 
SABSA · 118 
SABSA business attribute · 29 
SABSA model · 29 
Safe Harbour · 35, 87, 97 
safeguard · 14, 77 
safeguarding · 36 
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SAML · 86, 118 
SAN · 65, 118 
Sarbanes OXley · see SOX 
SBB · 118 
scalability · 27, 94, 101 
scalable model · 6 
scheduled maintenance · 6 
second line support · 128 
secrecy · 47, 51, 91 
Secure SHell · See SSH 
Secure Sockets Layer · See SSL 
security · IX, XI, 14, 24, 27, 28, 29, 30, 

32, 34, 39, 40, 48, 49, 50, 61, 66, 68, 
72, 80, 81, 85, 86, 88, 89, 91, 95, 100, 
101, 102, 114, 118, 120, 121, 123, 126, 
127, 129, 133 
- incident · 127 
- level · 127 
- measure · 29 
- requirement · 28 
- section · 126 

Security Assertion Markup Language · see 
SAML 

self service provisioning · 85 
self-repairing ability · 31 
self-service · 6 
service · 2, 5, 6, 7, 11, 15, 16, 17, 23, 24, 

25, 26, 27, 29, 33, 41, 42, 43, 44, 45, 
50, 53, 54, 60, 62, 63, 65, 71, 72, 79, 
83, 84, 89, 93, 94, 95, 96, 108, 109, 
111, 112, 119, 123, 125, 127, 128, 131, 
132 
- architecture · 114 
- asset · 53, 54, 127 
- attribute · 23 
- catalogue · IX, 6, 15, 16, 20, 21, 44, 

45, 49 
- component · 24 
- contact point · 23 
- continuity · 26 
- coordinator · 23 
- definition · 23 
- delivery set · 114 
- description · 93 
- design · 1, 2, 23 
- desk · 25, 44, 45, 59, 62, 63, 66, 71, 

87, 88, 112, 120, 121, 122, 123, 124, 
125, 126, 127, 128 

- desk monitoring · 62 
- hierarchy · 24 
- layer · 76 
- layer model · 62 
- level · 127 
- level management · 20, 22, 114, 127 
- level management process · 1, 45 
- level manager · 1, 15, 17, 18, 46, 59, 

73 
- management · 1, 3, 30, 35, 43, 45, 50, 

55, 56, 60, 63, 66, 70, 79, 107, 108, 
109, 110, 111, 112, 113, 114, 115, 
121, 122, 127 

- management data · 50 
- management proces · 1 

- management requirement · 115 
- manager · 1 
- meeting · 42, 46, 96 
- monitoring · 60, 65 
- norm · 24, 25, 38, 44, 45, 46, 59, 61, 

62, 63, 67, 69, 70, 71, 72, 73, 81, 127 
- offering · 12 
- option · 127 
- organization · 17 
- owner · 23 
- package · 128 
- portal · 45 
- provider · 3, 5, 24 
- provisioning · 128 
- request · 128 
- requirement · 20 
- subscriber · 23 
- support set · 114 
- warranty · 23, 24 

service attribute · 23 
service catalogue · 15, 43 
service description · 41 
Service Improvement Plan · see SIP 
service layer · 76 
Service Level Agreement · see SLA 
Service Level Requirement · see SLR 
service owner · 23 
service provisioning · 21 
Service Quality Plan · See SQP 
serviceability · 127 
services model · 7 
settlement · 50, 91, 97, 121, 123 
shaper · 65 
shared service · 6 
shared system · 8 
Sherwoord Applied Business Security 

Architecture · see SABSA 
shortcoming · 5 
Simple Network Management Protocol · see 

SNMP 
Single Point Of Contact · See  SPOC 
Single Point Of Failure · See SPOF 
Single Sign On · see SSO 
SIP · 127, 131 
SLA · 1, 15, 17, 20, 22, 23, 24, 35, 36, 40, 

43, 44, 114, 127, 131 
- agreement · 2, 5, 25, 46, 57 
- monitoring · 44 
- norm · IX, 16, 25, 33, 43, 44, 45, 46, 

47, 54, 59, 64, 70, 76, 113 
- report · 59, 73 
- template · 41 

SLR · 15, 20, 21, 22, 23, 27, 118 
SMART · 114, 131 
SNMP · 118 
SNMP get · 65 
SOA · 128, 131 
software · 36, 47, 49, 51, 64, 80, 89, 107, 

108, 112, 120, 126, 128 
- imperfection · 123 
- item · 121, 125 
- license · 42, 96 
- malfunction · 128 
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- package · 18 
- product · 31 
- release · 80 

Software as a Service · see SaaS 
software platform · 33 
solvency · 51, 84 
source code · 36, 49 
SOX · 13, 118 
SOX legislation · 14 
specific acceptatie criterion · 115 
Specific, Measurable, Achievable, Relevant 

and Time boud · see SMART 
speed batch processing · 31 
SPOC · 132 
SPOF · 132 
SQP · 132 
SSH · 65, 118 
SSL · 118 
SSL off loader · 65 
SSO · 10, 38, 118 
stability · 31, 32 
staff · 1, 42, 46, 47, 51, 89, 96, 125, 126 
standard framework · 47, 126 
standby service · 44 
statement · 35, 77, 89, 93, 97 
status · 128 
status incident · 128 
storage · 5 
Storage Area Network · see SAN 
storage facility · 13 
storage service · 65 
strategic · 46, 80, 96, 112, 113, 121 
subcontractor · 40, 45, 47, 86, 89 
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